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Dustin, Lily, and Yi-Kai,
As mentioned in yesterday’s email, attached you will find last year’s annual report (2015)
write-up for your project/program submission (Post Quantum Cryptography).
Please review last year’s write-up, make necessary updates to match your project’s
accomplishments/highlights for this past year (October 1, 2015 to September 30, 2016).
I included a 2nd file for you – this is a template outline to use as a guide as you make your
updated write-up.
NOTE: Deadline to do update, send to Quynh as group representative & he will forward to
me is: THURSDAY, OCTOBER 13 COB. (3 weeks should be ample time).
Thanks.
Patrick

mailto:patrick.oreilly@nist.gov
mailto:dustin.moody@nist.gov
mailto:yi-kai.liu@nist.gov
mailto:lily.chen@nist.gov

[bookmark: _Toc456092653]Post-Quantum Cryptography

In recent years, there has been a substantial amount of research on quantum computers – machines that exploit quantum mechanical phenomena to solve problems that are difficult or intractable for conventional computers. If large-scale quantum computers are ever built, they will be able to break the existing infrastructure of public-key cryptography. The focus of the Post-Quantum Cryptography project is to identify candidate quantum-resistant systems that are secure against both quantum and classical computers, as well as the impact that such post-quantum algorithms will have on current protocols and security infrastructures.

In FY 2015, NIST researchers held regular seminars. The presentation topics included the latest published results; a synopsis of the security analysis; and status reports in the areas of quantum computation, hash-based signatures, coding-based cryptography, lattice-based cryptography, and multivariate cryptography. Through these presentations and discussions, the team made significant progress in understanding the strengths and weaknesses of the existing cryptographic schemes in each category. The project team is planning to create evaluation criteria for post-quantum cryptography schemes for standardization. 

The NIST team continues to be productive in post-quantum cryptography research. The results have been published at the major conferences, such as PQCrypto 2014, and Eurocrypt 2015. NIST researchers have given presentations at conferences and workshops to increase awareness of the upcoming migration. NIST researchers have contributed to the European Telecommunications Standards Institute (ETSI) whitepaper on quantum-safe cryptography. NIST has also sponsored other research, education, and research events. 

NIST held the Workshop on Cybersecurity in a Post-Quantum World in March of 2015. The workshop was attended by approximately 140 participants from around the world. Presentations given at the workshop included new proposals for quantum-safe cryptosystems, ideas for how to modify protocols (such as TLS) to include these new cryptosystems, discussions on how to standardize hash-based signatures and key-management issues, as well as new ideas on the cryptanalysis of the many post-quantum systems. 

In FY 2016, NIST will continue to explore the security and feasibility of purported quantum-resistant technologies, with the ultimate goal of uncovering the fundamental mechanisms necessary for efficient, trustworthy, and cost-effective information assurance in the post-quantum era. Upon the successful completion of this phase of the project, NIST will be prepared for possible standardization efforts in this area. 

For More Information, See:

http://csrc.nist.gov/groups/ST/post-quantum-crypto/

Contacts:

Email project team: pqc@nist.gov

Dr. Dustin Moody			Dr. Lily Chen

(301) 975-8136			(301) 975-6974

dustin.moody@nist.gov		lily.chen@nist.gov



Dr. Yi-Kai Liu

(301) 975-6499

yi-kai.liu@nist.gov
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Annual Report Program / Project Write-ups Outline

Title of Program/Project. (Please include title that you would like it to appear in annual report)

Body of Write-up:

· Introduction / Overview of Program/Project / Summary

· Main portion of the write up (listing highlights/accomplishments)

· Closing - List proposed plans for 2017 for program/project

· For More Information, See: (Please provide main URL to program/project)

· Contacts: (Please provide a list of contacts for program/project)



INTRODUCTION: Please provide a short overview / purpose of program/project (no more than 2 paragraphs)
(For NEW program/project – give a full overview / purpose of this project/program – can be longer than existing project/program write-up – give background details – can be up to 3 paragraphs)

MAIN PORTION of WRITE-UP: Please Include full details of HIGLIGHTS and ACCOMPLISHMENTS regarding program/project during FY 2016. (Please refrain from using annual report as a history report – If start of project was from last year, for example a Draft SP was released Aug. 2015 and the final version was released in Jan. 2016 after a workshop was held – then that kind of history can be included.  But if overall history of project/program should not be included -- if you would like to refer to something that was submitted in previous years annual reports – state the year and what page it can be found and mark it as a reference point)

· PLEASER REFRAIN from using technical terms.  Consider the targeted audience as a non-technical manager or personnel. Best rule of thumb is to consider reading level of audience is a college freshmen level.

· This annual report covers FY 2016 activities and should cover FROM – OCTOBER 1, 2015 –TO—SEPTEMBER 30, 2016.

· Do not use pronouns (I, you, we, our, etc.)  In past years, folks have been using NIST, ITL, CSD (and now ACD) – suggest substituting using project team, (Ex. The CMVP Team validated and issued 100 certificates….)

· Include any publications released relating to program/project – explain briefly overview of publication.

· In past, some folks like to use references, footnotes, resources – that is fine – please include the reference/source/footnote at the END of a sentence.

· Example: ISPAB held 3 meetings during FY 2016 (see, http://csrc.nist.gov/groups/SMA/ispab/meetings.html).

· Use of acronyms – they can be included – PLEASE spell out an acronym when it appears first time in the text. Spell out the acronym first followed by the acronym itself, so it is identified.  [Ex.  The Computer Security Resource Center (CSRC) ….   The CSRC website is one of the busiest websites at NIST……]

· Include all events held for program/project – provide a recap of event & purpose of event.  If event has a website – provide a URL.

· If possible, I would like to see some images, charts, tables included in your write-ups.  Maybe do a screen shot capture of a favorite slide used in a presentation.

· If you use image, chart, graph, table, etc.,  please include the original file in addition to it being included in write-up (if not able to include in write-up – please make a reference to where you would like to see the image/graph, etc. be in write-up simply state “Figure #: Caption of image/graph, etc.)

· If such a Figure is used in write-up, PLEASE explain the image/graph, etc. in a couple of sentences/paragraph – should be located close to where the image will be included in write-up.

· You can use bulleted / numbered lists and/or tables to convey your point in write-up.

· CLOSING – Include proposed plans for FY 2017 work on program/project

· Can be in a bullet list  (note these are proposed plans, obviously plans will change as year goes on & also depending on funding)

· Does your program/project have a website, if so, please include an appropriate URL.

For More Information, See: 
Please provide an appropriate URL. This partshould appear right above the Contact(s) area for write-up.

CONTACT(s): Please include your program/project point of contact(s) – Full name include – Mr./Ms./Dr. First and Last Name
NIST Phone #, & 
NIST Email address)



DEADLINE to Return your Program/Project Write-ups is/are:
WEDNESDAY, OCTOBER 13.  (This deadline should be ample time for everyone to update their write-ups & for those with new projects to draft up a write-up).

If I don’t receive your write-up by October 13 there will be a good chance your write-up will not be included in the annual report.  All program / projects are very important and we value each other’s work, and we want to see your program / project write-up in the annual reports.  I will send out 2 friendly reminder emails during this time (2 weeks out, 1 week prior to deadline, and that Monday before deadline (2 days prior) to those I did not receive an updated/new write-up.  I will also cc:  your group manager on those friendly reminder emails.

I don’t have time to chase folks down, I have an extremely busy schedule this fall.
I am hoping to have a “Draft” annual report done by Thanksgiving for 2 set of comments/review.

[bookmark: _GoBack]If all goes well, I am hoping to have a WERB approved final annual report by end of March, if not sooner. PLEASE make sure to include this task (providing program/project write-ups to Annual Report) on your performance plan & your End of Year (personal) Accomplishments.

Thank you in advance for your cooperation, help and support.  There are a lot of folks outside NIST that enjoy reading/learning of the great and valuable work we do.

Pat O’Reilly,
Editor for Division Annual Report


